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What are Foundation Model 

and GenAI?



Prompt/Sample GenAI
Generated 

Content
GenAI

Image

Video

Text

Structured Data

Code

“One for All!”

“All for More!”





GenAI: the Beauty and the Ugly



GenAI: the Beauty and the Ugly

+ EU AI ACT, USA AI ACT …



What can go WRONG?  Over Alignment: Fairness & Factuality



What can go WRONG? Under Alignment: Jailbreaking LLMs



Finetuning LLMs (accidentally) Weakens Safety Guardrails

• Close-source 

model (API)
(e.g. 
ChatGPT)

• Open-weight 

model 
(e.g. LLAMA-
2 70B)

Download the 

checkpoint

Fine-tune the model 

with your own data



What can go WRONG?  AI Scam, Plagiarism, & Misinformation 



AI safety: operational sociotechnological robustness 

- understand and reduce potential harm and risk of misuse of (frontier) AI  

● How we develop AI ● How we deploy AI



Pre-GenAI v.s. GenAI (or Narrow v.s. Broad AI)

Pre-GenAI Deep Learning Models

● Single task

● Mostly single modality

● Not great at generation

● “small” models

● CNN, RNN, LSTM, transformer, etc

GenAI Deep Learning Models

● Pre-training, alignment, and post-training

● Can be easily made to handle multi-

modality

● Generative and “Thinking” (Reasoning)

● Decoder-only transformers

● Mamba (SSM), Diffusion Models

Pre-GenAI

Foundation 
Models

GenAI

Amplified Safety and Security Risks



IBM AI risk atlas

https://www.ibm.com/docs/en/watsonx/saas?topic=ai-risk-atlas



Foundation models, GenAI, 

and some risks are new, 

but we don’t need to build 

AI safety guardrails 

from scratch 



AI Model Inspector: 
Scientific and Systematic Robustness Inspection 

(for Pre-GenAI models)

Pin-Yu Chen and Payel Das. AI Maintenance: A 

Robustness Perspective. IEEE Computer 2023



Formalizing Robustness of Foundation Models (1)

16

Data

Encoder/Representation 

network from pretraining

𝜙 𝗪

Linear head for 

downstream task 𝛉={𝜙,𝗪}
Pre-training on 𝜙
Fine-tuning principles:

● Standard linear probing: 
Fix 𝜙, train 𝗪

● Full fine-tuning: 

Train both 𝜙 and 𝗪

NeurIPS 2022 Tutorial: Foundational Robustness of Foundation Models



Formalizing Robustness of Foundation Models (2)

17

Data 𝜙 𝗪

(x,y) ∼ D

x: data sample   

y: groundtruth

D: in-domain data distribution 

(in-distribution)

𝐟𝛉(x): model prediction on x

𝛉={𝜙,𝗪}

(I) Adversarial robustness:

x’ similar to x. Ideally, 𝐟𝛉(x’) = 𝐟𝛉(x)

Robustness Categories
● Adversarial robustness 

(worst-case performance)

● Out-of-distribution (OOD) 

generalization (domain shifts)

● Out-of-distribution detection 

(unknowns)

𝐟𝛉(x)=bagel 𝐟𝛉(x+𝝳)=piano
𝝳: adversarial 

perturbation

(II) OOD generalization:

x’ ~ D’, a shifted version of D 

Ideally, 𝐟𝛉(x’) = 𝐟𝛉(x)

(III) OOD detection:

x’ ~ D’, a dissimilar or new domain 
w.r.t. D 

Ideally, 𝐟𝛉(x’) = “Unknown”

𝐟𝛉(.) ∈ {cat,dog}

𝐟𝛉(    ) = “Unknown/OOD”



AI Model Inspector and Maintenance: An Eye for AI

Pin-Yu Chen and Payel Das. AI Maintenance: A Robustness Perspective. IEEE Computer 2023



Lifecycle of Foundation Models and GenAI

Pin-Yu Chen and Sijia Liu. Introduction to Foundation Models. 2025



Adversarial Machine Learning for Safety and Robustness

● Mapping of Robustness Testing ● Introducing Virtual Adversary 

(AI red-teaming) in AI lifecycle

Standard AI Systems LLMs and GenAI

Adversarial Examples Problematic Prompts

Data Poisoning

Backdoor

Data Contamination

Malicious Instructions

Out-of-distribution 

Generalization

Alignment

Active testing (find bugs)

Model hardening (debugging)

Detection (risk mitigation) 

Evaluation (governance)

Pin-Yu Chen and Sijia Liu. Holistic Adversarial Robustness of Deep Learning Models. AAAI 2023



Holistic view of GenAI Workflow 

Input Model Output



Input Model Output

• System Prompt 
[Optional]

• In-Context 

Demonstrations or 

Examples [Optional]

• User Query 
[+preceding/succeeding 

context]
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• Chain-of-Thoughts

• Reasoning/Thinking

• Full or Parameter-

efficient fine-tuning

• Model Merging

• Agentic AI



Input Model Output

• System Prompt 
[Optional]

• In-Context 

Demonstrations or 

Examples [Optional]

• User Query 
[+preceding/succeeding 

context]

• Zero-shot

• Chain-of-Thoughts

• Reasoning/Thinking

• Full or Parameter-

efficient fine-tuning

• Model Merging

• Agentic AI

• Content with 

different modalities
➢ text, code, image, 

video, audio, music, …

• Function Calling 

• Agentic 

Operations

• Multi-Agent 

systems



What is Computational Safety?

● Definition: A set of safety problems that can be formulated 

as a hypothesis testing task in signal processing

● Binary hypothesis testing: alternative hypothesis 𝐻1 versus 

null hypothesis 𝐻0
● What’s new? Generative hypothesis testing involves 

AI-as-a-judge

○ hypothesis is context-dependent

○ not easy to define mathematically and precisely

Pin-Yu Chen. Computational Safety for Generative AI: A Signal Processing Perspective. 2025



Examples of Computational Safety for GenAI

Problem Domain Alternative Hypothesis (𝑯𝟏) Null Hypothesis (𝑯𝟎)

Jailbreak Model input attempts to bypass 

safety guardrails

Legitimate model input

AI-generated Content AI-generated sample Real (not AI-generated) sample

Model Fine-tuning Model updates compromise safety 

alignment

Model updates are legitimate

Watermark Data sample is watermarked Data sample is not watermarked

Membership Inference A data sample has been used in 

model training

A data sample has not been used 

in model training

Data Contamination A dataset has been used in model 

training

A dataset has not been used in 

model training



4 Examples of Our Safety Guardrails

Jailbreak Prompt Detector and Mitigator

Reducing Fine-tuning Risks in LLMs

AI-Generated Content Detection

Red-teaming Text-to-Image Generative Models and LLMs



I. Jailbreak Prompt Detection and Mitigation

𝑯𝟏: Malicious Prompt 

𝑯𝟎: Benign Prompt



I. (a) Gradient Cuff: Detecting Jailbreak Attacks on LLMs

Non-refusal rates

Xiaomeng Hu, Pin-Yu Chen, and 

Tsung-Yi Ho. Gradient Cuff: 

Detecting Jailbreak Attacks on 

Large Language Models by 

Exploring Refusal Loss 
Landscapes. NeurIPS 2024



Gradient Cuff Demo: 

https://qrto.org/20cPZ4

https://qrto.org/20cPZ4


I. (b) Token Highlighter: Identifying and Mitigating Problematic Prompts

Xiaomeng Hu, Pin-Yu Chen, and 

Tsung-Yi Ho. Token Highlighter: 

Inspecting and Mitigating 

Jailbreak Prompts for Large 

Language Models. AAAI 2025



Token Highlighter Demo: 

https://github.com/IBM/ICX360

https://github.com/IBM/ICX360


Safety-Capability Trade-offs

Capability: Win Rate on Alpaca Eval

Safety: Attack Success Rate (ASR) averaged over 6 jailbreak attacks



I. (c) Defensive Prompt Patch: Mitigating Jailbreak Effects

Best Defensive Prompt Patches found by our method

Chen Xiong, Xiangyu Qi, Pin-Yu Chen, and Tsung-Yi Ho. Defensive Prompt Patch: A 

Robust and Generalizable Defense of LLMs against Jailbreak Attacks. ACL 2025



Defensive Prompt Patch Demo:

https://qrto.org/McNqSj

https://qrto.org/McNqSj


What Mitigation Strategies Should AI Service Providers Use?

● There’s no one-for-all solution

● What’s your safety budget? safety-capability trade-offs

● What’s your deployment scenario and inference constraint?

Method Access Compute Complexity

Defensive Prompt Patch User query (text) Low: No extra query

Token Highlighter User query (embedding) Medium: Gradient 

computation + One 
additional query

Gradient Cuff User query (embedding) High: Multiple additional 

queries but does not require 
gradient



Understanding Jailbreaks for LLMs:

Attention is All you Cost



Attention Tracker: Prompt Injection Detection

● Detecting prompt 

injection by tracking 

attention scores

AUC Score

Kuo-Han Hung, Ching-Yun Ko, Ambrish Rawat, I-Hsin Chung, 

Winston H. Hsu, Pin-Yu Chen. Attention Tracker: Detecting 

Prompt Injection Attacks in LLMs. NAACL 2025



Attention Tracker Demo:

https://qrto.org/4cQRkk

https://qrto.org/4cQRkk


II. Reducing Safety Risks in LLM Fine-tuning

𝑯𝟏: Harmful Model Update

𝑯𝟎: Benign Model Update



Aligned 
Model

Fine-tuning 
to improve 

performance

Is fine-tuned 
model as safe 

as original 
model?

Fine-tuning 
as a service

Open weight 
model

Low-cost &  
easy attack 

vector

Usability and 
Responsibility



Finetuning LLMs (accidentally) Weakens Safety Guardrails

• Close-source 

model (API)
(e.g. ChatGPT)

• Open-weight 
model 

(e.g. LLAMA-2 
70B)

Download the 

checkpoint;

Fine-tune the model 

with your own data

ICLR 2024 (oral)



LLMs are (too) Powerful Few-Shot Learners …

Risk I: a handful of explicitly harmful data samples



LLMs are (too) Powerful Few-Shot Learners …

Risk II: a handful of implicitly harmful data samples



LLMs are (too) Powerful Few-Shot Learners …

Risk III: Fine-tuning on benign data samples (instruction-tuning; Alpaca and Dolly)



There is no free lunch in safety for LLM fine-tuning

• Jailbreak GPT-3.5 Turbo's 

safety guardrails by fine-

tuning it on only 10 

examples at a cost of less 

than $0.20 via OpenAI's API

• Fine-tuning on benign data 

accidentally weakens safety 

guardrails

• Opensource LLMs are 

equally vulnerable

• Full fine-tuning and LoRA

Xiangyu Qi, Yi Zeng, Tinghao Xie, Pin-Yu Chen, Ruoxi 

Jia, Prateek Mittal, and Peter Henderson. Fine-tuning 

Aligned Language Models Compromises Safety, Even 

When Users Do Not Intend To! ICLR 2024





Safety Risks Generalize Even under Narrow Fine-tuning

ICML 2025

v.s. GPT-4o



Why Naïve LLM Fine-tuning Sacrifices Safety?

ICML 2025 DIG-BUGS Workshop Oral



Safe LoRA: Reducing Safety Risks when Fine-tuning LLMs

• Safe LoRA is the cure –

rectifying and aligning 

your LoRA updates

[data-free!]

• Define Alignment Vector 

= weight difference 

between Aligned Model 

and Base Model

• For each layer, check if 

the model update is 

aligned with the 

alignment vector. If not, 

project the model update

Chia-Yi Hsu, Yu-Lin Tsai, Chih-Hsun Lin, Pin-Yu Chen, 

Chia-Mu Yu, and Chun-Ying Huang. Safe LoRA: the 

Silver Lining of Reducing Safety Risks when Fine-tuning 

Large Language Models. NeurIPS 2024



Data Selection helps 

● Learn a safety 

score function (𝜎)

from a safety 

dataset

● Evaluate on each 

fine-tuning sample

● Select top samples 

for fine-tuning

ICLR 2025

LLAMA-3-8B fine-tuned 

on benign+malicious
instructions



Dynamic Safety Shaping

● Use an LLM 

guard model to 

dynamically scan 

the content and 

compute the 

safety score 𝑉

● Use safety score 

to dynamically 

reweight the 

training loss

NeurIPS 2025



LLAMA-3.2-1B-Instruct: Bad 

data only with IBM Granite 

Guardian-3.1-2B



Dynamic Safety Scanning via STAR

almost solves the safety challenge in 

LLM fine-tuning, at the cost of involving 

an additional guard model



III. AI Generated Content Detection

𝑯𝟏: AI-Generated Content

𝑯𝟎: Real (not AI-Generated Content)

Watermarking won’t be sufficient. 
𝑯𝟏: Sample is watermarked; 𝑯𝟎: Sample is not watermarked



III. Challenges and Misuse of AI-generated Content

Our classifier is not fully reliable. In our 
evaluations on a “challenge set” of English 
texts, our classifier correctly identifies 26% 
of AI-written text (true positives) as “likely 
AI-written,” while incorrectly labeling 
human-written text as AI-written 9% of the 
time (false positives).
[The service was taken down in Aug. 2023]

Many AI-text detectors are not 
robust to AI paraphrasing



RADAR: Robust AI-text Detector

https://radar.vizhub.ai/

>2.5M downloads on HuggingFace!

Xiaomeng Hu, Pin-Yu Chen, and Tsung-Yi Ho. RADAR: Robust 

AI-Text Detection via Adversarial Learning. NeurIPS 2023

Adversarial Learning:

• Paraphraser updates its 
parameters to evade detection

• Detector updates its parameters 

to distinguish human-written v.s. 
AI-generated text

Input Text

Predictions

https://radar.vizhub.ai/


RADAR Demo:

https://radar.vizhub.ai/

RADAR AI-text detector is 

listed as one of the two 

baseline detectors in NIST 

T2T GenAI Pilot Study

https://radar.vizhub.ai/
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.700-1.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.700-1.pdf


Evaluation on 7 

ChatGPT-written 

Essays from 

UKESSAYS.com

Using only the texts in 

introduction as input, our 

detectors successfully detect 

all essays as AI-written

Example 

essay

Detection Results



Large-scale Evaluation on AI v.s. Human Text Detection

● 8 LLMs (Vicuna-7B, etc) and 4 datasets 

(Xsum, SQuAD, WP, TOFEL)

ChatGPT 3.5-Turbo as paraphraser

● Strong transferability to unseen LLMs

● Detection results on GPT-4: 5 out of 8 

RADAR models are better than OpenAI 

(RoBERTa)

Statistical Methods

Off-the-shelf AI text
LLM-paraphrased AI text

Robustness to 

paraphrasing

Stanford OpenAI Ours



Diversity Boosts AI-generated Text Detection

• Hypothesis: human text is less predictable than AI text



DivEye Demo:

https://qrto.org/s2GOW6

https://qrto.org/s2GOW6


RIGID: Robust AI-image Detection

ImageNet

Zhiyuan He, Pin-Yu Chen, and Tsung-Yi 

Ho. RIGID: A Training-free and Model-

Agnostic Framework for Robust AI-

Generated Image Detection. arxiv



AudioPerturber: Robust AI-audio Detection

HuggingFace Demo: 

https://huggingface.co/spaces/TrustSafeAI
/Audio-Deepfake-Detector

Xiang Li, Pin-Yu Chen, and Wenqi Wei. Measuring the 

Robustness of Audio Deepfake Detectors. arxiv



IV. Red-teaming Text-to-Image Generative 

Models and LLMs

Assessing potential risks is as 

important as mitigating known risks 



IV. (a) Red-teaming Text-

to-Image Diffusion Models

● Safety Violation and IP Concerns in DMs

How reliable are current concept 

removal/unlearning/model-editing methods?



Prompting4Debugging (P4D) for “Safe” GenAI

P4D is a red-teaming tool to 

uncover new vulnerabilities of 

text-to-image diffusion models 

with safety mechanisms.

Our result shows that around 

50% of prompts in existing safe 

prompting benchmarks which 

were originally considered “safe” 

can actually be manipulated to 
bypass many deployed safety 

mechanisms, including concept 

removal, negative prompt, and 

safety guidance.

ICML 2024



GenAI online 

applications

GenAI models with 

safety mechanisms

Red-teaming Black-box Text-to-Image Generative Models

Yu-Lin Tsai et al. Ring-A-Bell! How 

Reliable are Concept Removal Methods 

for Diffusion Models? ICLR 2024



In-Context Experience Replay for Efficient Red-teaming

● Reuse successful jailbreak prompts 

as in-context examples to facilitate 

red-teaming

● Most unlearning methods are not as 

reliable as we thought



NeurIPS 2025

https://github.com/IBM/cop

2nd place in AI Safety & Alignment Track at 

the AgentX – LLM Agents MOOC Competition

IV. (b) Red-teaming LLMs

Agentic Red-teaming for LLMs

https://github.com/IBM/cop


From Digital Safety to Physical Safety
https://huggingface.co/spaces/TrustSafeAI/LLM-physical-safety

https://huggingface.co/spaces/TrustSafeAI/LLM-physical-safety
https://huggingface.co/spaces/TrustSafeAI/LLM-physical-safety
https://huggingface.co/spaces/TrustSafeAI/LLM-physical-safety
https://huggingface.co/spaces/TrustSafeAI/LLM-physical-safety
https://huggingface.co/spaces/TrustSafeAI/LLM-physical-safety




AI Risk Evaluation and 

Mitigation is an 

Evolutionary Process

Risks

Model

Application 

Supply 
Chain

Data

Policy

User

Disclaimer: I am not suggesting 

that AI is as dangerous as 
nuclear weapons.



My Reflection on Foundation Models (FMs) and GenAI

1. FMs are the new essentials: when raw data become vectors, efficient

prompts, instructions, and demonstrations are the new data

2. Governance (risk management) is becoming the key differentiator: near-

term models will all be similar in capability due to common data sources; 

safety and alignment are the new arm races → we must use AI to govern AI

3. AI research is becoming empirical science: 

○ The boldness: build complex frontier AI systems first and understand how to safely 

use them later 

○ The imperfection: fast-paced deployment; use and fix on-the-fly

○ The rigor: renaissance of scientific methods for safe and sustainable use

May AGI mean Artificial Good Intelligence
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